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SENSITIVE PERSONAL DATA MANAGEMENT POLICY

A. SCOPE

1. This Sensitive Personal Data Management Policy ("Policy") applies to all departments, employees, and third parties involved in any process that handles personal data within YARN DAY TEKSTİL SANAYİ VE TİCARET ANONİM ŞİRKETİ ("Company").
2. This Policy encompasses all activities related to ensuring the security of sensitive personal data, outlining the rules for safeguarding such data, and will be implemented at every step to maintain this security.
3. This Policy does not apply to data that is not classified as sensitive personal data.
4. In the event of new legislation or updates to relevant legislation, the Company will revise its policy accordingly to comply with the legal requirements.
5. If it is determined that legal obstacles hinder the application of this Policy by the Company, the Company reserves the right to revise or redefine the Policy as necessary.

B. DEFINITIONS

Law: Refers to Law No. 6698 on the Protection of Personal Data.

Regulation: Refers to the Regulation on the Deletion, Destruction, or Anonymization of Personal Data.

Relevant Decision: Refers to the Personal Data Protection Board's decision No. 2018/10, dated 31.01.2018, regarding "Adequate Measures to Be Taken by Data Controllers in Processing Special Categories of Personal Data."

Board: Refers to the Personal Data Protection Board.

Record Environment: Refers to any environment where personal data is processed either wholly or partially by automatic means, or by non-automatic means as part of a data recording system.

Personal Data: Any information related to an identified or identifiable natural person, and it includes any physical, economic, cultural, social, or psychological identifiers, or any data that links an individual to a specific record such as a name or tax number.

Personal Data Processing Inventory: An inventory created and detailed by data controllers concerning their personal data processing activities, including the purposes for processing, data categories, recipient groups, and the groups of individuals whose data is processed.

Sensitive Personal Data: Special categories of personal data defined by law, the processing of which carries the risk of discrimination against the data subject.

Registry: Refers to the Registry of Data Controllers (VERBİS), maintained by the Authority.
Data Recording System: A system where personal data is processed in a structured manner according to specific criteria.

Data Controller: The natural or legal person who determines the purposes and means of processing personal data and is responsible for establishing and managing the data recording system.

Recipient Group: Refers to the category of natural or legal persons to whom personal data is transferred by the data controller.

Relevant User: Refers to individuals who process personal data within the data controller's organization or upon the authorization and instruction of the data controller, excluding those responsible for the technical storage, protection, and backup of data.

The definitions within the Company’s Personal Data Protection and Processing Policy and Personal Data Retention and Disposal Policy are also applicable to this Policy.

C. PURPOSE AND SCOPE

This Policy sets forth the principles that must be adhered to by the Company and any third parties contractually responsible for the Company, within the scope of the conditions for processing "Sensitive Personal Data" as specified in Article 6 of the Law.

Pursuant to the Personal Data Protection Board's Decision dated 31.01.2018, published in the Official Gazette on 07.03.2018, the Company, as a Data Controller subject to registry requirements, is obliged to store sensitive personal data in accordance with the personal data processing inventory. Furthermore, the Company is responsible for defining the rules regarding the security of such data, implementing management practices to protect it, and adhering to the policy accordingly.

The following principles shall apply to the storage and disposal of personal data:

a) The general principles outlined in Article 4 of the Law shall be followed.
b) The Company acknowledges that the mere existence of this Policy does not imply that personal data has been deleted, destroyed, or anonymized in accordance with the Law, the Regulation, and relevant legislation. 
c) The Company commits to complying with the security measures outlined in Article 12 of the Law, as well as the provisions in the relevant legislation, the decisions of the Personal Data Protection Board, the Administrative and Technical Measures outlined in the Data Security Guide, and this Policy, when storing, deleting, destroying, or anonymizing personal data. 
d) The Company undertakes to comply with the tools, programs, and processes specified in this Policy when deleting, destroying, or anonymizing personal data, whether processed by automated or non-automated means as part of a data recording system.

D. RECORD ENVIRONMENTS

The Company agrees to include in the scope of this Policy the following environments, as well as any other environments that may emerge, where personal data is stored:

a) Computers / servers used on behalf of the Company 
b) Network devices 
c) Shared / non-shared disk drives used for data storage on the network
d) Mobile phones and all storage areas within them 
e) Paper 
f) Peripheral devices such as printers and fingerprint readers 
g) Optical disks h) Flash drives

E. PROCESSING OF SENSITIVE PERSONAL DATA

1. General Principles for Processing Sensitive Personal Data

a) General Principles for Processing Sensitive Personal Data
The Company is obligated to comply with the general principles outlined in the Personal Data Protection Law (KVK Law) when processing personal data. Accordingly, the Company shall act in accordance with the following principles while processing sensitive personal data:

· Processing personal data in compliance with the law and the principle of good faith
· Ensuring that personal data is accurate and, where necessary, kept up to date
· Processing personal data for specific, clear, and legitimate purposes
· Ensuring that personal data is processed in a way that is relevant, limited, and proportionate to the purposes for which it is processed
· Retaining personal data for as long as stipulated by relevant legislation or as necessary for the purposes for which it is processed.

b) Conditions for Processing Sensitive Personal Data

The Company is obligated to process sensitive personal data in accordance with the general principles mentioned above and the conditions set forth in Article 6 of the KVK Law. Accordingly, the Company may process sensitive personal data based on one of the following conditions:

a) The explicit consent of the data subject,
b) Where explicitly stipulated by law,
c) Where it is necessary to protect the life or physical integrity of a person who is incapable of giving consent due to physical impossibility, or whose consent is not legally valid,
d) Where the data subject has made the data public, in line with their intention to do so,
e) Where the processing of data is necessary for the establishment, exercise, or protection of a right,
f) Where it is necessary for public health, preventive medicine, medical diagnosis, treatment, and care services, or the planning, management, and financing of healthcare services, by persons or authorized institutions who are bound by an obligation of confidentiality,
g) Where processing is necessary for the fulfillment of legal obligations in the fields of employment, occupational health and safety, social security, social services, and social assistance,
h) Where sensitive personal data is processed by non-profit organizations or entities for political, philosophical, religious, or trade union purposes, provided that it is in accordance with the law and restricted to their members, former members, or individuals who have regular contact with such organizations, and that it is not disclosed to third parties.

c) Transfer of Sensitive Personal Data

The Company may share sensitive personal data with third parties in accordance with the conditions for data processing outlined in Articles 8 and 9 of the KVK Law. When transferring sensitive personal data to third parties, the Company shall take the necessary security measures specified in the Board’s Decision. Accordingly, the Company:
· Uses encrypted corporate email addresses or a Registered Electronic Mail (KEP) account when transferring data via email,
· Establishes a VPN or uses the sFTP method when transferring data between servers located in different physical environments,
· Takes precautions to prevent the theft, loss, or unauthorized access to physical documents and ensures the document is sent in a "classified document" format when transferring data on paper.

d) Retention of Sensitive Personal Data

The Company retains sensitive personal data in accordance with the general principles and processing conditions mentioned above. In terms of the environments where sensitive personal data is stored and/or accessed, the Company shall implement the security measures specified in the Board’s Decision. Accordingly, the Company:
· Continuously monitors security updates related to the environments where sensitive personal data is stored, regularly conducts the necessary security tests, and logs the results of these tests,
· Performs user authorization for software that accesses sensitive personal data,
· Ensures the physical security of environments where sensitive personal data is processed, stored, and/or accessed to prevent incidents such as electric leakage, fire, flooding, or theft. Physical security measures are implemented to prevent unauthorized access.

2. Sensitive Personal Data Processed by the Company

The sensitive personal data processed by the Company is as follows:

	Data Category
	Special Category of Personal Data

	- Health
	(Blood Type, Lung Radiography, Health Reports, Disability Status, Medical History Information, Medical Examination Results, Laboratory Findings, Fit-for-Job/Workability Report, Temperature Measurement, Diagnosis and Treatment Information, Hearing Report, Occupational Accident Information, Family Medical History, etc.)



These data are also specified in the Personal Data Processing Inventory, and the data subject group is Company Employees.

3. Purposes of Processing Special Category Personal Data

The purposes and legal grounds for processing special category personal data by the Company are as follows:

	Data Category
	Purpose of Business
	Legal Ground

	- Health
	1.  Fulfillment of Employment Contract and Statutory Obligations for Employees,
2.  Execution of Occupational Health and Safety Activities,
3.  Conducting and Auditing Business Operations,
4.  Legal Process Follow-up and Management,
5.  Ensuring Compliance with Legal Requirements in Business Activities,
6.  Planning Human Resources Processes

	1. Law Article 6/3(b): Explicitly stipulated by the law,
2. Law Article 6/3(f): Necessity for the fulfillment of legal obligations in the fields of employment, occupational health and safety, social security, social services, and social assistance; Law Article 6/3(b): Explicitly stipulated by the law,
3. Law Article 6/3(a): Obtaining the explicit consent of the data subject,
4. Law Article 6/3(d): Necessity for the establishment, exercise, or protection of a right,
5. Law Article 6/3(b): Explicitly stipulated by the law; Law Article 6/3(f): Necessity for the fulfillment of legal obligations in the fields of employment, occupational health and safety, social security, social services, and social assistance.




4. Transfer of Special Category Personal Data

The Company, within the scope of the purposes specified in the "Purposes of Processing Special Category Personal Data" section of this Policy and in compliance with Articles 8 and 9 of the Personal Data Protection Law (KVKK), shares special category personal data with Authorized Public Institutions and Organizations (e.g., Ministries, Judicial Authorities), Health Institutions, and institutions and organizations from which services are received (e.g., law firms) by taking all necessary administrative and technical measures. These matters are also detailed in the Company's Personal Data Processing Inventory.

· If it is necessary to transfer special category personal data via e-mail, the transfer is carried out either through the corporate e-mail address in an encrypted format or by using a registered electronic mail (KEP) account.
· If the transfer is conducted between servers located in different physical environments, the transfer is carried out by establishing a VPN connection between the servers or by using the SFTP method.
· If it is necessary to transfer the data in a paper environment, appropriate measures are taken to prevent the document from being stolen, lost, or seen by unauthorized persons, and the document is sent in a format for classified documents.

5. Storage and Disposal of Special Category Personal Data

Employees store special category personal data in appropriate environments accessible only to authorized personnel. If the conditions for processing special category personal data no longer exist, data processing cannot continue.

In cases where the conditions for processing special category personal data no longer exist, the Company is obliged to eliminate these special category personal data in accordance with this Policy and the Personal Data Retention and Disposal Policy.

The Company acknowledges that the conditions for processing special category personal data are no longer valid in the following situations, which are listed as examples and specified in the Regulation:

a) The purpose that requires the processing of personal data no longer exists, b) Processing of personal data is against the law or the principle of good faith, c) In cases where data processing is based solely on explicit consent, the withdrawal of the consent by the data subject.
Within this scope, the measures defined in the Company's Personal Data Retention and Disposal Policy, the implementation procedures, and the actions to be taken in this framework will apply.

6. Security of Special Category Personal Data

When processing special category personal data, it is also mandatory to take adequate measures as determined by the Board. According to the decision of the Personal Data Protection Board dated 31.01.2018 and published in the Official Gazette on 07.03.2018, the following measures are determined:
By the Company:

· Confidentiality agreements are made between the relevant employees and the Data Controller,
· The scope and duration of the authorities of users with access to data are clearly defined,
· The authorities of employees who have had a change of position or who have left the job are immediately revoked, and in this context, any inventory or data-containing materials provided to them by the Data Controller are retrieved.
· 
If the environments in which special category personal data are processed, stored, and/or accessed are electronic environments:

· All activities performed on the data are logged with audit trails, and the security of these audit trails is ensured,
· Security updates related to the environments where the data is stored are constantly monitored, regular security tests are carried out/commissioned, test results are recorded, and action plans are created based on the findings,
· If access to data is provided through a software, appropriate user authorizations are carried out for this software, regular security tests of this software are carried out/commissioned, test results are recorded, and action plans are created based on the findings.
· 
If the environments in which special category personal data are processed, stored, and/or accessed are physical environments:

· Adequate security measures (e.g., against electrical leakage, fire, flood, theft, etc.) are taken based on the nature of the environment in which special category personal data is stored,
· Physical security of these environments is ensured to prevent unauthorized access.

F. POLICY ENFORCEMENT AND UPDATES

This Policy will come into effect on the date it is approved by the Company's Board of Directors. The necessary updates and enforcement of changes to the Policy will be carried out by the Legal, Audit, and KVKK Working Group, and the changes will come into effect after the approval of the Company's Board of Directors. However, in accordance with regulatory changes, amendments to referenced technical standards, decisions of the Personal Data Protection Board, and/or court decisions, the Company reserves the right to review, update, amend, or abolish this Policy and create a new Policy if necessary. The Company will share the updated Policy via e-mail so that employees can review the changes made to the Policy, and it will be accessible to employees through the corporate intranet. The Policy will be reviewed and updated on an annual basis. The authority to repeal the Policy lies with the Company's Board of Directors.

G. EFFECTIVE DATE OF THE POLICY
This Policy is effective as of 10/10/2024. Changes and revisions to the protocol are made in writing and the revision date, along with the changes, are specified in this Policy.
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